Abstract
Introduction
Cellular wireless technologies offer voice and data services over large coverage areas, but at lower data rates. Wireless LAN technologies offer higher data rates, but over smaller coverage areas. Evolved packet system (EPS) [1] is the latest cellular wireless technology, which is researched by the 3rd generation partnership project (3GPP) in the long term evolution (LTE). EPS presents the EPS evolution of the 3G/UMTS standard. To render IEEE 802.11 and EPS networks effective, several interworking issues, such as mobility management and security problems are the focus of current study by the 3GPP. Moreover, the recent networking development trend has been focused mostly on implementing all-IP mobile networks, the mobility management for all-IP mobile networks is a great challenge problem in the future. In the mobility management for all-IP networks, the issue of seamless handoff is important for guaranteeing service continuity and quality-of-service (QoS), when a mobile node (MN) is handed off to another network. A range of solutions have been proposed [2, 3, 4, 5, 6, 7] . Recently, however, a network-based mobility management protocol named Proxy Mobile IPv6 (PMIPv6) [8] is being actively standardized by the IETF NETLMM working group. Unlike the various existing protocols for IP mobility management which are host-based approaches, the PMIPv6 does not require any modification of MNs and can reduce handoff latency, packet loss, and signaling overhead compared with conventional schemes. [9, 10, 11] have been proposed to improve handoff latency of proxy MIPv6, however, analysis show that these protocols have significant increase handoff latency comparing to PMIPv6 [12] . First of all, we need to propose an optimized PMIPv6 protocol.
To provide seamless handoff between two networks, 3GPP has discussed basic interworking architectures. But 3GPP has not presented a specific handoff procedure for EPS and IEEE 802.11 networks currently. We can use our optimized PMIPv6 to design the handoff procedure, but the protocol need to be modified because EPS and IEEE 802.11 networks belong to different network types, in heterogeneous networks, access authentication is the crucial procedure for ensuring secure communication. Mobile process, while the authentication is essential and induces large delay during handoff. The handoff scheme must take into account network characteristics and support effective performance with respect to delay and packet loss during handoff. Based on above considerations, we propose a fast seamless handoff scheme between EPS and IEEE 802.11 networks using our optimized PMIPv6. This paper is organized as follows. Section 2 describes the related background, and in section 3, we present the optimized PMIPv6 protocol and propose handoff scheme between EPS and IEEE 802.11 networks. In section 4, the performance evaluations of our proposed scheme are shown. Finally, section 5 is conclusion.
Background

Proxy mobile IPv6
PMIPv6 [8] is a kind of network-based mobility approach to solving the IP mobility. A proxy mobility agent in the network performs the signaling with the home agent and does the mobility management on behalf of the MN attached to the network. The attachment procedure of PMIPv6 is shown as Figure 1 . Figure 2 shows the procedure for the MN's handoff from the previously attached mobile access gateway (p-MAG) to the newly attached mobile access gateway (n-MAG). After obtaining the initial address configuration in the Proxy Mobile IPv6 domain, if the MN changes its point of attachment, the p-MAG will detect the MN's detachment from the link. It will signal the LMA and will remove the binding and routing state for that MN. The LMA, upon receiving this request, will identify the corresponding mobility session for which the request was received, and accepts the request after which it waits for a certain amount of time to allow the n-MAG to update the binding. However, if it does not receive any PBU within the given amount of time, it will delete the binding cache entry. The n-MAG, upon detecting the MN on its access link, will signal the LMA to update the binding state. After completion of the signaling, the serving MAG will send the Rtr Adv containing the MN's home network prefix(es), and this will ensure the MN will not detect any change with respect to the layer-3 attachment of its interface. 
Network architecture
In this section, we introduce the network architecture based 3GPP standard, as shown in Figure 4 . The user equipment (UE) is an MN that supports proxy mobile IPv6 and can communicate with both an IEEE 802.11 network and an EPS network [13] [14] .
The IEEE 802.11 network (WiFi) provides WLAN access services for the UE. The IEEE 802.11 network is connected to EPS network via the WLAN Access Gateway (WAG) and to the 3GPP authentication, authorization, accounting (AAA) server for the WLAN authentication process.
EPS is divided into evolved universal terrestrial radio access network (E-UTRAN) and evolved packet core (EPC). The E-UTRAN consists of the eNode Bs which perform functions related to access control of the UE. The EPC contains the mobility management entity (MME), the serving gateway (S-GW), packet data network-gateway (PDN-GW), evolved packet data gateway (ePDG), AAA server, home subscriber server (HSS). The S-GW has data packets routing and forwarding function and plays the role of the MAG in EPS. The MME performs the EPS authentication and interacts with the HSS. The ePDG routes the packet data received from/sent to the public data network (PDN) and has the MAG function that manages the mobility of WLAN UEs. Figure 4 shows the signaling procedure of optimized PMIPv6 during handoff. Supposing MN is connected to the p-MAG and communicating in a normal state, the p-MAG monitors the connection status of MN. When the p-MAG is aware of the MN's detachment, it sends the DeReg PBU message to the LMA. At the same time, the n-MAG is also in the monitoring state of MN, if MN attached event occurs, the n-MAG sends the PBU message to the LMA immediately. When the LMA receives the PBU message, it builds a uni-direction tunnel from LMA to n-MAG. The n-MAG can start to buffer the packets destined for MN. Meanwhile, the LMA returns DeReg PBA message to p-MAG to disconnect with p-MAG. Then the n-MAG will receive PBA message from the LMA and establish a bi-direction tunnel with the LMA. The sequence of several mobility management signaling in our scheme can be in no particular order, it is triggered by corresponding events. The protocol also pre-builds a uni-direction tunnel from LMA to n-MAG and allows the n-MAG to store data packets for MN before the completion of handoff. Optimized PMIPv6 can not be directly applied to the IEEE 802.11 and EPS network architecture because the operation was originally based on layer-3 and it deal with only the registration procedure. Actually, in these two heterogeneous networks, both the registration process and the authentication process must be included in the entire handoff procedure. We combine our optimized PMIPv6 protocol with authentication process and L2 handoff procedure to design a complete handoff procedure for IEEE 802.11 and EPS network architecture.
Proposed scheme
Optimized proxy mobile IPv6
Proposed handoff procedure
We propose a fast seamless handoff procedure that guarantees fast and low packet loss during handoff in the IEEE 802.11 and EPS network architecture. We use the optimized PMIPv6 in 3.1. The proposed scheme performs both authentication and registration processes prior to L2 handoff, Moreover, in order to prevent packet loss during handoff, the proposed scheme allows MAG to buffer data packets.
The handoff procedures of proposed scheme are depicted in Figure 5 and 6. The overall handoff operation procedures can be divided into five steps. For the operation of proposed scheme, most of the signaling messages can be reused [8] . Three new signaling messages are defined as follows.
-Pre-authentication Request, is generated by UE after handoff initiation phase and is sent to the ePDG/MAG in the WLAN network or to the MME in the EPS network. It demands the UE's preauthentication while delivering the information required for UE's authentication.
-Pre-authentication Response, is generated by the ePDG/MAG or the MME and is sent to the UE. It informs the UE of the result of pre-authentication completion, whether the UE's authentication is successful or not.
-Handoff Success, is transmitted from UE to ePDG/MAG. It notifies the ePDG/MAG that the UE has been connected with new network successfully.
The handoff procedure from EPS to IEEE 802.11
Firstly we will introduce the handoff procedure from EPS to IEEE 802.11, the detailed operation depicted in Figure 5 .
Step 1: Handoff trigger
At first, the UE communicates with the EPS network via eNode B. A packet transmission route is formed between the LMA and the UE through the EPS network entities. The eNode B judges its location and notifies it of the service set identifier (SSID) of its neighbor WLAN AP. For this operation, it is assumed that each eNode B have previously stored the SSIDs of neighbor WLAN APs. After the UE receives this SSID and if UE detached event occurs, it decides the acceptance or rejection of the handoff attempt into the WLAN AN.
Step 2: Access authentication After handoff decision, the UE transmits the pre-authentication request message to the MME and the MME relays it to the ePDG/MAG of the WLAN in order to request WLAN authentication. The S-GW/MAG is the p-MAG of the UE and the ePDG/MAG is the n-MAG to which the UE will move. If the ePDG/MAG receives a pre-authentication request message, it performs standard Extensible Authentication Protocol-Authentication and Key Agreement (EAP-AKA) or Extensible Authentication Protocol-Subscriber Identity Module (EAP-SIM) procedure [13] for WLAN authentication among the UE, ePDG/MAG and AAA server. When pre-authentication is completed successfully, a Preauthentication Response containing EAP success will be sent from ePDG/MAG to UE.
Step 3: Layer-3 handoff If the access authentication is completed successfully, the next process perform layer-3 handoff using optimized PMIPv6. When the UE changing its point of attachment is detected by the S-GW/MAG , the S-GW/MAG sends the DeReg PBU message to the LMA. At the same time, if the UE attached event occurs, ePDG/MAG sends the PBU message to the LMA immediately. When the LMA receives the PBU message, it builds a uni-direction tunnel from LMA to ePDG/MAG. The ePDG/MAG can start to buffer the packets destined for the UE. Meanwhile the LMA returns DeReg PBA message to the S-GW/MAG. Then the ePDG/MAG will receive PBA message from the LMA and establish a bi-direction tunnel with the LMA. After that, the ePDG/MAG sends Rtr Adv message containing the UE's home network prefix to the UE.
Step 4: Layer-2 handoff
If both access authentication and layer-3 handoff are finished, the UE disconnects from the eNodeB by using the L2 detachment process based on 3GPP standard [15] . Thereafter, it performs the WLAN attachment process by using standard WLAN association procedures [16] . Namely, the L2 handoff is carried out from EPS network to IEEE 802.11 network. During this attachment process, the WLAN AN can confirm that the UE is the pre-authenticated user from the previously received related authentication information.
Step 5: Handoff completion
After the UE becomes connected to the WLAN AN, it sends Handoff Success message to ePDG/MAG, then, the ePDG/MAG ceases the packet buffering and forwards the data packets buffered up to this time. Now, the entire handoff procedures are completed and the packet transmission route is formed through the WLAN AN.
The handoff procedure from IEEE 802.11 to EPS
The detailed operation of handoff procedure from IEEE 802.11 to EPS depicted in Figure 6 . The overall handoff procedure is basically same as 3.2.1. Note that, the access authentication procedure is different from EPS to IEEE 802.11 [17] .
Performance evaluations
We introduce the parameters that are used in the performance analysis below, parts of the setting of parameters are referred to the paper [18] [19] . Our optimized PMIPv6 is denoted as OPTPMIPv6. 
Average handoff latency
For measuring handoff latency, we use a simple analytical model in [19] . In this paper, the average handoff latency equals the sum of L3 handoff time and time required for L2 handoff and authentication process, in which L3 handoff time is equal to the time that intervals between the moment the L2 handoff completes and the moment the UE can receive the first data packet after moving to the new point of attachment. L3 handoff time can be expressed as the sum of the movement detection delay ( ), address configuration delay ( ), and registration delay ( ). According to [19] , the movement detection delay is defined as follows, after a UE detects network layer movement, the UE can obtain new prefix information of the network. From the prefix information, a new CoA is generated by IPv6 address autoconfiguration (stateless or stateful). To test the uniqueness of this CoA, the DAD process will be performed before uniting the network prefix to its interface. In this process, the UE cannot use the CoA for communication. Therefore, according to [19] , the DAD delay can be expressed as ,where R and D denote RetransTimer and DupAddrDetectTransmits, respectively.
The registration delay in MIPv6 ( ) equals the sum of the HA registration delay( ) and the CN registration delay ( ). Moreover, to register with the CN, the delay for return routability( ) [2] is additionally required before the CN registration. Considering all the factors mentioned above, the L3 handoff latency in MIPv6 ( ) can be calculated as follows: 
Because the UE's movement within a MAP domain is transparent outside of the MAP domain ,the registration delay in HMIPv6 ( ) only requires the MAP registration delay and does not includes the CN registration delay within a MAP domain.. Therefore, the L3 handoff latency in HMIPv6 ( ) within a MAP domain can be calculated as follows: ,
Where .
FHMIPv6 takes advantage of FMIPv6 and HMIPv6, its L3 handoff latency can be expressed as follows:
.
Unlike MIPv6 and HMIPv6, PMIPv6 does not require movement detection and DAD except when the UE first enters a PMIPv6 domain. Moreover, the UE's movement within a PMIPv6 domain is transparent outside of the PMIPv6 domain because PMIPv6 is also a localized mobility management protocol. Thence the L3 handoff latency in PMIPv6 includes the registration delay between the MAG and LMA ( ), and the packet transmission delay ( ) from the MAG to the UE. Therefore, the L3 handoff latency in PMIPv6 ( ) within a PMIPv6 domain can be computed as follows: ,
where , . Our OPTPMIPv6 further optimizes PMIPv6, so the L3 handoff latency in OPTPMIPv6 can be expressed as follows: .
The total handoff time becomes , is average time needed for L2 handoff and is average time needed for EPS or WLAN authentication. For our analysis, is assumed to be 10 ms, and the other parameters used are as follows: = 2 ms, = = 10 ms, and = = 20 ms, respectively. All these values are the same or similar to the parameter setting values given in [19] . We set R = 1000 ms and D = 1. Figure 7 shows the impact of wireless link delay on handoff latency. It can be observed that handoff latencies increase with the wireless link delay. FMIPv6 is most affected by the change in wireless link delay because it requires the largest number of messages to be exchanged over the wireless link. On the contrary, PMIPv6 and our OPTPMIPv6 are less affected. In particular, our OPTPMIPv6 is least affected among these schemes, because the UE is not involved in mobility-related signaling. It must be noted that the handoff latencies of FMIPv6 and FHMIPv6 are significantly larger than that of PMIPv6 and OPTPMIPv6. This is because the time required for the DAD process in FMIPv6 and FHMIPv6 is considerably larger than the delays caused by other factors that may affect handoff latency. As mentioned earlier, the DAD process is very time consuming. Figure 8 shows the impact of delay between AR/MAG and HA/LMA on handoff latency. We can find that our OPTPMIPv6 is also least affected by the change in delay between AR/MAG and HA/LMA. Because the authentication and L2 handoff procedures are assumed to be same in four schemes needed to be compared, the average time needed for L2 handoff and authentication is set to be 10 ms and 20 ms, respectively.
The average handoff delays for different approaches are listed in Table 3 . FMIPv6 and FHMIPv6 have longer handoff delay than the other schemes because they have DAD delay. On the other hand, the other two schemes show nearly the same handoff delay performance. The proposed handoff scheme shows the smallest handoff delay performance. 
Packet loss rate
The total packet loss during a session is defined as the sum of lost packets during all handoffs while the UE is receiving the downlink data packets. In FMIPv6, FHMIPv6 and PMIPv6, all packets flying will be lost during the handoff time due to the lack of any buffering mechanism. In the proposed scheme, packets flying are lost till the buffering mechanism is initiated. It is assumed that the packet loss begins when UE detached event occurs. The total packet loss could be obtained as follows. ,
,
, Where . In FMIPv6, FHMIPv6 and PMIPv6 schemes, the packet loss duration is the same as its total handoff time, because it disconnects from the network immediately after the handoff starts and remains so until the entire handoff procedure has been completed. Because the proposed scheme performs access authentication before L2 handoff, the interval for which it is disconnected does not contain the authentication processing time, at the same time, it uses packets buffering function to reduce the packet loss caused by L2 handoff and transmission delay. Therefore, the duration of packet loss for the proposed scheme is less than that of the other handoff schemes. Figure 9 shows the total lost packet versus UE resident time. The total lost packet is decreased as the UE resident time is increased. Packet loss occurs more in FMIPv6 compared with the other schemes because it has the longest duration of packet loss during handoff. The total lost packet of FHMIPv6 has slightly less than that of FMIPv6. The proposed handoff scheme achieves the best performance, its total lost packet are far less than the other schemes because its duration of packet loss is shorter than that of the others and it uses packets buffering function. Therefore, the proposed scheme can guarantee a low packet loss rate because its pre-authentication process and packets buffering mechanism. 
Signaling overhead for UE registering
We analyze the signaling overhead for UE registering in each handoff scheme. The signaling overhead is defined as the number of messages timing message size for exchanging signaling messages during UE's communication session. We compare our proposed scheme with other schemes (FMIPv6, FHMIPv6, and PMIPv6). The signaling overhead for UE registering during a session is denoted by . The in the FMIPv6, FHMIPv6, PMIPv6 and the OPTPMIPv6 could be computed as follows (12) Where . X stands for FMIPv6, FHMIPv6, PMIPv6 and our OPTPMIPv6. Figure 10 shows the comparison of signaling overhead of UE for registration process. The signaling overhead of UE is decreased naturally as the UE resident time is increased. Based on equations (12) and the number of messages which UE uses for registration (see Table 2 ), we can see that the FMIPv6 has the largest signaling overhead of UE to perform registration. However, the proposed handover scheme has the lowest signaling messages for registration compared with the other schemes, so it shows the best performance in view of signaling overhead of UE. 
Conclusion
In this paper, we first propose an optimized PMIPv6 protocol to further resolve the problem in existing seamless handoff protocols for IP layer. Then we combine our optimized PMIPv6 protocol with authentication process and layer-2 handoff procedure to design a complete handoff procedure for IEEE 802.11 and EPS network architecture based on 3GPP standards, which guarantees low delay and low packet loss during handover. Our optimized PMIPv6 uses the basic idea of PMIPv6 and optimizes its procedure. The proposed handoff scheme performs access authentication process before layer-3 (L3) handoff and layer-2 (L2) handoff and uses packets buffering mechanism to reduce handover delay and packet loss.
Finally, we give a detailed performance evaluation of the proposed handoff scheme, and compare our proposed scheme with conventional schemes. In conclusion, the proposed handoff operation shows less signaling overhead for UE registering, lower handoff latency and smaller packet loss rate compared with the conventional schemes.
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